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What is Valgrind – for us?

Valgrind is a “program-execution monitoring framework”

Valgrind comes with many tools, the tool you will use most often 
is the memcheck tool

Memcheck will detect and report the following types of memory 
errors:
– Use of uninitialized memory
– Reading/writing to memory after it has been freed
– Reading/writing off the end of malloc’d blocks
– Reading/writing inappropriate areas on the stack
– Overlapping src and dest pointers in memcpy() and related 

functions.
– others
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What is Valgrind – historically?

Valgrind is the gate to Valhalla, realm for those fallen in combat

This realm is ruled by Odin, or Wodan

Why is this important? On a day like today, Wednesday?
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In English (and Dutch), we still honour four Germanic Gods

Tiwaz, Wodan, Thor and Frigg have their own day of the week

I think it's apt to discuss Wodan's portal on his “own” day :-) 



Why should I use Valgrind?

Valgrind will tell you about tough to find bugs early!

Valgrind is very thorough.
– You may be tempted to think that Valgrind is too picky, since 

your program may seem to work even when valgrind 
complains. It is the author’s experience that fixing ALL 
Valgrind complaints will save you time in the long run.

Is there a downside to using Valgrind?
– Valgrind is kind-of like a virtual x86 interpreter. So your 

program will run 10 to 30 times slower than normal.
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Difference Valgrind and GDB

What is the difference between Valgrind and GDB?
– GDB is a debugger, Valgrind is a memory checker (among 

other things).
– Valgrind won’t let you step interactively through a program.
– GDB doesn’t check for use of uninitialized values, or 

over/underflowing dynamic memory.
– Both GDB and Valgrind will show you the line number of a 

segfault
– Valgrind often shows the cause of a segfault, too
– Often bugs are found and fixed faster using Valgrind than 

GDB
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Valgrind produces too much output

Often Valgrind produces so much output that the important 
sections disappear off the top of the terminal. Here are three 
suggestions to cope:
– Use Shift-PageUp and Shift-PageDown to scroll up and 

down.
– If you are using xterm, enable the scrollbar by clicking Ctrl-

Middle mouse button and select “Enable Scrollbar”. Use the 
middle mouse button to select the ScrollBar.

– Re-direct the output to a file, and view the file with less

valgrind ... > out 2>&1
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Example 1

A small program with two problems:
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Example 1

Compilation, no errors – Valgrind finds both problems:
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Example 1

OK, let's fix both problems:
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Example 1

Problems solved! – Valgrind is happy :-)
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Example 2

Again a program with two problems. Do you see them?
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Example 2

Our compiler doesn't, but Valgrind sees them both:
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Example 2

Plugged in both solutions – will this do?
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Example 2

The severed head of Mímir tells us there is still something wrong...
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Example 2

OK, let's fix the third problem:
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Example 2

Our program is free of leaks and indices out of bounds!
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Questions & Answers
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